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IT department

Tim Anderson is the Director of IT
Four people report to Tim.

Projects

e Sentinel One EDR (Endpoint Detection & Response) Software deployment.
Provides security, additional ransomware protection and threat hunting
for all machines.

e PAM Solution (Privileged Access Management). Secure credentials of all
admins and privileged service accounts. Exploring solutions.

e Beckman Sites are Live!

e Partnered with OCHIN and FRSecure for Internal and External
Penetration\Vulnerability testing. Ochin reviewing our polices\procedures
and doing our 2024 risk assessment.



Cybersecurity and Risk Assessment

Areas of Strength

Carolina Health Centers makes it a priority of protecting their information network
with security related processes. The areas of strengths are below:

e Strong On-boardingand Terminating Process
e Security Officer in Place

* Additional resources being put in place to bolster protection against
ransomware.

e Annual Security Risk Assessment/HIPAA Audit currently in progress.

External Penetration and Vulnerability Assessment Findings from FRSecure

FRSecure attempted to breach our networks and 365 environment from outside
over a 4 week period. They were unable to do so.

1 Medium Risk vulnerability found with recommendation. Resolutionis planned.
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Facilities
Joe Eiland is the Facility Manager.
One direct report
Projects
e TCC - 99% complete
e Lakelands - 99% complete

e Village Family Medicine - complete

e Updating some of the other offices — Ridge Spring is
next



Operations

Family Medicine - 10 sites — 7 counties

e Derek Bannister — Family Medicine Practice Manager - over
30 employees

e Nikki Richard - Director of Clinical Support Services -
around 6o employees

Pediatrics - 3 sites — 2 counties

e Jessica Brock — Pediatric Practice Manager - around 22
employees

e Erica Dorn - Pediatric Clinical Coordinator — more than 20
Early Childhood Services - around 15 people

e Shelly Nicholson 4 programs that relate to pediatrics —
around 20 people
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